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Abstract: Network representation is useful for describing the structure of various complex systems. However, most real and engineering systems have multiple subsystems and connectivity layers that generate very
rich data. In this paper, we study the multilayer network with two layers under targeted attack. We set two
layer networks are both with poisson degree distribution and power law degree distribution. For ER networks, we fist set two layer network has same average degree < k >, and study the relationship with the giant
component and average degree. Then we keep the average degree of one layer network, and change another
average degree to get the function of robustness and the average of one layer. It can been find that is positive
related to the robustness of overall network with poisson degree distribution. For scale-free network, we do
the same treatment as above. In addition, we also study the relationship with power law index lambda and
the robustness. We can find that the average degree and power law index are both positively correlated with
robustness of entire system which each layer are scale- free network.
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1

Introduction

Networks provide a powerful representation of interaction patterns in complex systems [1]. Until recently, the vast majority of studies focused on networks that consist of a single type of entity, with different entities connected to each other
via a single type of connection. Such networks are now called single-layer networks. The idea of incorporating additional
information – such as multiple types of interactions, subsystems, and time-dependence – has long been pointed out in
various fields, such as sociology, anthropology, and engineering, but an effective unified framework for the mathematical
treatment of such multidimensional structures, which are usually called multilayer networks, was developed only recently
[2, 3]. Multilayer networks can be used to model many complex systems. For example, relationships between humans
include different types of interactions – such as relationships between family members, friends, and coworkers – that
constitute different layers of a social system. Different layers of connectivity also arise naturally in natural and humanmade systems in transportation [4], ecology [5], neuroscience [6], and numerous other areas. The potential of multilayer
networks for representing complex systems more accurately than was previously possible has led to an explosion of work
on the physics of multilayer networks. Several studies have provided insights on percolation properties and catastrophic
cascades of failures in multilayer networks [7–11]. An explosion of recent papers has developed the field of multilayer
networks into its modern form, and there is now a suitable mathematical framework [12], novel structural descriptors
[13–16], and tools from fields (such as statistical physics [17, 18]) for studying these systems. Many studies have also
started to highlight the importance of analyzing multilayer networks, instead of relying on their monolayer counterparts,
to gain new insights about empirical systems (see, e.g. [19]). It has now been recognized that the study of multilayer networks is fundamental for enhancing understanding of dynamical processes on networked systems. An important example
are spreading processes, such as flows (and congestion) in transportation networks [20, 21], and information and disease
spreading in social networks [22–24]. For additional examples, see various reviews and surveys [2, 8, 10] on multilayer
networks and specific topics within them.
In real scenarios, initial failure is mostly not random. It may be due to a targeted attack on important central nodes.
It can also occur to low central nodes because important central nodes are purposely defended, e.g. in internet networks,
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Figure 1: (a) The giant component S as a function of remaining nodes p with different average degrees < k >, which
< k > in layer A and B are the same. We set layer A and layer B are both ER networks, and < k >= 4 ∼ 10,
N = 10000. (b) Critical point pc as a function of average degree < k >.
heavily connected hubs are purposely more secured. Indeed, it was shown that targeted attacks on high degree nodes
[25–28] or high betweeness nodes [29] in single networks have dramatic effect on their robustness.
∑NGallos et al. [27]
proposed a probability function for a targeted attack on an isolated single network, Wα (ki ) = kiα / i=1 kiα with degree
ki will be removed. It is well known that an isolated BA scale-free network is robust to the random failure but fragile to
the targeted attack [30]. Huang et al. [31] studied the robustness of two interdependent networks when high or low-degree
nodes are under targeted attack by mapping the targeted-attack problem in interdependent networks to the random-attack
problem. This function was used to study the robustness of single networks and interdependent networks, but in a system
comprised of multilayer networks, hub nodes strongly influence overall system robustness.
In this paper, we observe the robustness of multilayer network under targeted attack. We attack proportion of 1 − p
hub nodes in each layer network, and study the giant component of the overall system. Then we can get the relationship
of critical point pc with the average degree of each layer network.

2

Model and results

Without loss of generality, we talk about two layer networks A and B here, which have the same nodes with the number
of N , but have different edges in each layer. We separately study the robustness of two layer networks under the same
and different average degrees, which are both satisfied the Poisson degree distribution or Power-law degree distribution.
Then we sort the nodes in each layer network by the value of the degree, and only attack the previous proportion of 1 − p
nodes, that is, first attack the hub nodes in each layer network. After this targeted attack, the entire system is split into
several communities, so we can get the relationship between the giant component S of the overall network and the ratio
of remaining nodes.
In Fig. 1 (a), we assume that layer A and B are both ER networks with the same average degree < k >. As shown
in this figure, the bigger the average degree < k >, the larger the giant component S when the network has the same
proportion remaining nodes. That is to say, the average degree of each layer network is directly related to the stability of
the overall network, and the bigger the < k >, the network is more stable. This is consistent with Fig. 1 (b), which we
can see that the critical point pc decreases as the average degree < k > increases. In Fig. 2, we keep the average degree
< k1 > of layer A unchanged, always equal to 4. And only change the average degree < k2 > of layer B, then we study
the giant component of the entire network. As shown in Fig. 2 (a), it can been seen that the giant component S increases
as p increases, and the bigger the average degree < k2 >, the larger the size of the giant component. Except that, Fig. 2
(b) shows that the critical point pc decreases as < k2 > increases. But compare with Fig. 1 (b), we can find that the pc
in Fig. 2 (b) is bigger than the pc in Fig. 1 (b) in the case where k2 is unchanged and k1 is changed. So in multilayer
network, the average degree of each layer will affect the robustness of the network.
In addition, we study the multilayer network with scale networks. We set the power indices of these two layer networks
are both λ = 2.8, and layer A and layer B have same average degrees. As shown in Fig. 3 (a), it can been see that the
average degree < k > also affects the scale-free network under the same power law indices. And the giant component
S is also positively related the remaining nodes p, at the same time, the bigger the average degree < k >, the bigger
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Figure 2: (a) The giant component S as a function of remaining nodes p with different average degrees < k2 > of layer
B, which < k1 > in layer A is equal to 4. We set layer A and layer B are both ER networks, and < k2 >= 4 ∼ 10,
N = 10000. (b) Critical point pc as a function of average degree < k >.
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Figure 3: (a) The giant component S as a function of remaining nodes p with different average degrees < k >, which
< k > in layer A and B are the same. We set layer A and layer B are both scale-free networks with same average degree,
and < k >= 4 ∼ 10, λ = 2.8, N = 10000. (b) Critical point pc as a function of average degree < k >.
the giant component S under the same attack intensity. This is also shown in Fig. 3 (b), the average degree is positively
correlated with the robustness of the entire network. In Fig. 4, we keep the average degree < k > are both unchanged, and
only change the power indices as λ = 2.8, 3.5, 4.5. It can been clearly seen that, in the case where the other conditions
are same, the bigger the power law index, the size of the giant component is bigger. That is to say, the power law index is
related to the structure of the network, and the bigger the λ, the robustness of the network is more stable.
Similar to Fig. 2 (b), we talk about the two layer scale-free networks with different average degrees. Compare the
different average degrees < k > from 4 to 10 in Fig. 5 (a), we can also get the similar conclusions, which average degree
is positively related to the size of the giant component. So in Fig. 5 (b), the critical point pc has a negative correlation
with < k >, that is, if we keep the average degree of one layer unchanged, and only change another average degree, the
bigger the average degree, the overall network is more stable.

3

Conclusions

In this paper, we talk about the robustness of multilayer network with targeted attack. We set the network separately as a
two layer ER network and SF network, and attack the proportion of p nodes which have the maximum degrees. Then we
study the relationship between the giant component of entire network and the average degree of both one layer network
and two layer networks. It can been find that the average is positively related to the size of the giant component, the bigger
the average degree, the stronger the robustness of overall network. In addition, we study the relationship with power
indices and robustness in the case of scale- free network. We can clearly find that lambda has a negative correlation with
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Figure 4: The giant component S as a function of remaining nodes p with different power law indices λ, which < k >
in layer A and B are the same. We set layer A and layer B are both scale-free networks with same average degree, and
< k >= 4, λ = 2.8, 3.5, 4.5, N = 10000.
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Figure 5: (a) The giant component S as a function of remaining nodes p with different average degrees < k2 > of layer
B, which < k1 > in layer A is equal to 4. We set layer A and layer B are both scale-free networks with different average
degrees, and < k2 >= 4 ∼ 10, λ = 2.8 N = 10000. (b) Critical point pc as a function of average degree < k >.
the critical point pc . So in multilayer network, we can increase the average degree or increase power index in the case of
SF network to increase the robustness of the entire network.
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[2] M. Kivelä et al. Multilayer networks. Journal of Complex Networks, 2(2014): 203–271.
[3] S. Boccaletti et al. The structure and dynamics of multilayer networks. Physics Reports, 544(2014): 1–122.
[4] R. Gallotti and M. Barthelemy. Anatomy and efficiency of urban multimodal mobility. Scientific Reports, 4(2014):
6911.

IJNS email for contribution: editor@nonlinearscience.org.uk

Y. Chen et al.: The Robustness of Multilayer Network under Targeted Attack

183

[5] S. Pilosof, M.A. Porter and S. K’efi. Ecological multilayer networks: A new frontier for network ecology. arXiv,
1511.04453 (2015).
[6] E. Bullmore and O. Sporns. The economy of brain network organization. Nature Reviews Neuroscience, 13(2012):
336–349.
[7] S.V. Buldyrev, R. Parshani, G. Paul, H.E. Stanley and S. Havlin. Catastrophic cascade of failures in interdependent
networks. Nature, 464(2010): 1025–1028.
[8] J. Gao, S.V. Buldyrev, H.E. Stanley and S. Havlin. Networks formed from interdependent networks. Nature Physics,
8(2012): 40–48.
[9] G.J. Baxter, S.N. Dorogovtsev, A.V. Goltsev and J.F.F. Mendes. Avalanche collapse of interdependent networks.
Physical Review Letters, 109(2012): 248701.
[10] G. Bianconi and S.N. Dorogovtsev. Multiple percolation transitions in a configuration model of a network of networks. Physical Review E, 89(2014): 062814.
[11] A. Hackett, D. Cellai, S. G’omez, A. Arenas and J.P. Gleeson. Bond percolation on multiplex networks. Physical
Review X, 6(2016): 021002.
[12] M. De Domenico et al. Mathematical formulation of multi-layer networks. Physical Review X, 3(2013): 041022.
[13] L. Sola et al. Eigenvector centrality of nodes in multiplex networks. Chaos, 3(2013): 033131.
[14] F. Battiston, V. Nicosia and V. Latora. Structural measures for multiplex networks. Physical Review E , 89(2014):
032804.
[15] M. De Domenico, A. Sol’e-Ribalta, E. Omodei, S. G’omez and A. Arenas. Ranking in inter- connected multilayer
networks reveals versatile nodes. Nature Communications, 6(2015): 6868–6868.
[16] E. Cozzo et al. Structure of triadic relations in multiplex networks. New Journal of Physics, 17(2015): 073029.
[17] G. Bianconi. Statistical mechanics of multiplex networks: Entropy and overlap. Physical Review E, 87(2013):
062806.
[18] G. Menichetti, D. Remondini, P. Panzarasa, R.J. Mondrag’on, and G. Bianconi. Weighted multiplex networks. PLoS
ONE, 9(2014): 1–8.
[19] A. Cardillo et al. Emergence of network features from multiplexity. Scientific Reports, 3(2013): 1344.
[20] R.G. Morris and M. Barthelemy. Transport on coupled spatial networks. Physical Review Letters , 109(2012):
128703.
[21] Sol’e-Ribalta, S. G’omez and A. Arenas. Congestion induced by the structure of multiplex networks. Physical
Review Letters, 116(2016): 108701.
[22] C. Granell, S. G’omez and A. Arenas. Dynamical interplay between awareness and epidemic spreading in multiplex
networks. Physical Review Letters, 111(2013): 128701.
[23] J. Sanz, C.Y. Xia, S. Meloni and Y. Moreno. Dynamics of interacting diseases. Physical Review X, 4(2014): 041005.
[24] A. Lima, M. De Domenico, V. Pejovic and M. Musolesi. Disease containment strategies based on mobility and
information dissemination. Scientific Reports, 5(2015): 10650.
[25] D.S. Callaway et al. Network robustness and fragility: Percolation on random graphs. Phys. Rev. Lett., 85(2000):
5468.
[26] R. Cohen et al. Breakdown of the Internet under intentional attack. Phys. Rev. Lett., 86(2001): 3682.
[27] L.K. Gallos et al. Stability and topology of scale-free networks under attack and defense strategies. Phys. Rev. Lett.,
94(2005): 188701.
[28] A.A. Moreira et al. How to make a fragile network robust and vice versa. Phys. Rev. Lett., 102(2009): 018701.
[29] P. Holme et al. Attack vulnerability of complex networks. Phys. Rev. E, 65(2002): 056109.
[30] R. Albert , H. Jeong , A.L. Barabási. Error and attack tolerance of complex networks. Nature, 406(2000): 378-382.
[31] X. Huang, J. Gao, S.V. Buldyrev, S. Havlin, and H.E. Stanley. Robustness of interdependent networks under targeted
attack Phys. Rev. E, 83(2011): 065101(R).

IJNS homepage: http://www.nonlinearscience.org.uk/

